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Introduction
On behalf of KPMG’s Regulatory Centre of Excellence I am delighted to share our Ten Key Regulatory 
Challenges for 2022. Every year KPMG identifies ten key regulatory challenges that we believe financial 
services firms will face in the coming year. This year we focus on preventing the domino effect, 
understanding how our regulatory challenges are interlinked and how the chain of behaviour influences 
our regulatory momentum. We identify those areas of regulatory change that we anticipate will encounter 
rapid change, those areas that require us to maintain focus and those for which we must mitigate risk.

Michelle Dubois 
Senior Manager 
Regulatory Centre of Excellence 
T: +27 60 997 4512 
E: michelle.dubois@kpmg.co.za
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We encourage you to reach out to us to learn more about the issues and actions highlighted in the following 
pages or to discuss your firm’s unique challenges.

Sincerely,
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Rapid Change



The Financial Action Task Force (FATF) Mutual Evaluation Report of South Africa in 2021 revealed acute weaknesses in the South African Anti-Money 
Laundering and Counter Financing of Terrorism (AML/CFT) Regime. In order to prevent the inclusion of South Africa on the FATF’s list of “Jurisdictions 
under increased monitoring” or the “Grey list”, South African public and private institutions need to be proactive and work together to meet the FATF’s 
requirements before the October 2022 deadline.

Financial Crime

Understand your AML/CFT requirements and obligations not only in terms 
of national legislation and regulations, but also from FATF standards and 
international best practice

Many findings in the FATF Mutual Evaluation Report specifically target AML/CFT 
deficiencies detected in organisations subject to the AML/CFT regime. This points out 
that the existing national legislation and regulations are insufficient to satisfy the FATF 
requirements. The FATF gave an 18 month timeframe to improve the current deficient 
situation from the date of the report. However with only 3 months remaining, it is 
important that organisations go beyond national regulatory requirements and  
proactively understand the implications of the FATF finding on South Africa, as well  
as the FATF requirements, methodology and assessment criteria. There is still much 
work for organisations to do to avoid regulatory censure.
 
The FATF found the following key deficiencies:

•  A limited understanding of risk-based approach;

•  Insufficient understanding of risk at an institutional level and a lack of systematic  
    risk assessment;

•  The inconsistent implementation of a risk-based approach at group level;

•  No proper identification of the beneficial owner;

•  Too simplistic a view on client risk;

•  Limited ongoing monitoring and models are not risk-sensitive;

•  Terrorist financing risks are not addressed sufficiently;

•  Not sufficiently focused risk mitigation on high-risk scenarios; and

•  Lack of adequate AML/CTF training.

 
Understand and assess your Money Laundering and Financing of Terrorism risks at 
institutional level, considering all risk factors that are relevant to your business context

As the AML/CFT risk-based approach was only recently implemented in October 2017 
through the amended FIC Act, most accountable institutions in South Africa, including 
larger financial institutions, are yet to learn how to construct a systematic institutional/
business-wide risk assessment framework, taking into account all risk indicators that 
should be observed in the context of the specific business context and assign them 
an adequate weighting to obtain a realistic approach to the business’ risk exposure. 
Understanding this risk is the basis for designing effective risk control measures  
and assigning the necessary resources to protect the organisation from the  
criminal economy.

In order to understand and assess ML/FT at institutional level, organisations need  
to develop systematic risk assessment methodologies and procedures which 
adequately considers the business context by collecting and analysing the necessary 
data and metrics.

Each organisation should identify and define key risk indicators to be observed.  
The adequate quantification and scoring of risk indicators is essential for understanding 
the real risk exposure. The consideration of risks should take into account different 
business factors such as business volume, transaction volume, amongst others to 
measure the business-wide risk.
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Identify the inherent higher risk areas associated with the business and  
implement effective risk mitigating measures in response

For various reasons, some organisations fail to identify and correctly assess higher 
risk areas that need additional mitigating measures. An example is domestic Politically 
Exposed Person (PEPs), which many institutions underrate due to failing to identify the 
associated inherent high risk factors. Another example is legal persons with complex 
structures, offshore customers/transactions, and third parties. Organisations need 
to correctly identify higher risk areas within their business and implement specific 
measures and Enhanced Due Diligence to address each of these areas, and monitor 
their effectiveness. 

Most organisations can identify international PEPs as high risk customers, but fail to 
identify other higher risk areas, such as a customer with higher industry, transactional 
and country risk, but engaging in lower risk products. Many organisations would 
consider the product risk to rate the customer, and fail to consider the inherent risks 
associated which could lead to abuse of the products engaged for ML. Organisations 
should develop risk rating models that assign reasonable weighting to different risks 
to better identify higher risk areas. Effective Enhanced Due Diligence measures should 
also be designed on a risk-sensitive basis, such as specific peer group monitoring 
models, additional KYC or requesting of additional supporting information.

 
Utilising technology to support the prevention and detection of money  
laundering/financing of terrorism (ML/FT) risks

The use of an Automated Transaction Monitoring system is not yet mandatory (but 
recommendable) in South Africa. Therefore, many organisations with a significant 
volume of customers and transactions which cannot manually prevent and/or detect 
ML/FT activities have not yet or are still in the process of, implementing automated 
systems. Organisations should consider integrated technology solutions that allow them to 
have an overview of the different risk arising from different business areas, transactions, 
clients or products and services, that cannot be achieved through manual work.

The use of technology does not only provide faster, more accurate AML  
solutions, but also helps organisations develop a holistic view of their risk.

When integrating technology, organisations should: 

•  assess business context, to ensure that the technology meets their needs;

•  build procedures around the solution, as there would be no real improvement if these 
    are not in place to review the generated alerts;

•  understand the risk areas and adjust functionalities and algorithms to monitor them 
    effectively; and

•  ensure smooth transition and correct interface between systems and databases 
    through change management processes.

 
Assessment of emerging ML/FT threats arising from new technologies such  
as virtual assets

Organisations, either traditional financial institutions or emerging Fintech and Virtual 
Asset Service Providers should be vigilant to new ML/FT schemes evolving, utilising 
new technologies, and act proactively in response. The creation of virtual assets  
such as cryptocurrencies or Non-Fungible Tokens (NFTs) have provided criminals  
with new ways to launder money and take advantage of the volatility of such assets. 
At the same time, however, the existence of blockchain provides the opportunity 
to record historical activities, allowing institutions to develop new solutions to fight 
against illicit activities.

While the exposure of Virtual Asset Service Providers to such threats is obvious, more 
traditional institutions are also facing increasing ML/TF risks arising from virtual assets:

•  Customers are willing to invest in virtual assets and transfer funds to and/or from 
    their virtual wallets;

•  Customers are declaring income from virtual asset investments as their origin of 
    funds/wealth; and

•  Customers which are legal persons providing Virtual Asset related services.

Organisations need to understand these new financial crime threats, as well as the  
new mitigating measures and automated solutions that are necessary to mitigate  
these threats.



Ten Key Regulatory Challenges of 2022  |  6

Detection and reporting of suspicious transactions through risk-based  
monitoring models

For many organisations that have implemented automated transaction monitoring 
systems, the monitoring models in place are not yet designed for a risk-based 
approach. Static thresholds and cash transactions are still the main models used while 
behaviour prediction and monitoring customised for clients of different risk profiles 
is not yet mature. This decreases the efficiency of detecting suspicious transactions. 
In addition transactional risks identified through alerts and red flags need to be taken 
into consideration for the risk assessment of related customers, and this is yet to be 
implemented in most organisations.

Technology can be used to establish risk-sensitive monitoring models, which means 
that customised monitoring models are constructed to fit different client risk profiles. 
This is what is known as peer groups. Each peer group is composed of customers of 
similar nature and risk profile, so that the customised monitoring models are adequate 
to monitor the transaction risk of all the components of this group. A risk-sensitive 
monitoring model effectively decreases the number of false alerts and increases the 
accuracy of detecting suspicious transactions. However, its materialisation requires a 
good understanding and identification of customer’s risk.

 
Understanding FT risks and enhancing CFT measures

According to the FATF, the prevention of FT is one of the most deficient areas in the 
AML/CFT regime in South Africa. In order to improve this, South African organisations 
need to have a better understanding of their risks. Sanction screening procedures 
can prevent FT effectively, but it is also important to understand the FT schemes that 
organisations might be exposed to, knowing that while the origin of funds is not always 
illegal like in Money Laundering, the destination and purpose is always criminal.

While action needs to be taken by the public administration in order to meet FATF 
standards on CTF, there are CTF measures that can be taken and enhanced by  
private organisations:

•  Business-wide assessment of TF and proliferation financing risks; 

•  Identification of higher risk areas, such as customers operating in certain jurisdictions, 
    cross-border transfers or trade finance, and intensifying the controls;

•  Proper identification and Customer Due Diligence of clients;

•  Enhanced monitoring of higher risk clients’ activities; and

•  Blocking of funds and active reporting of any transaction that might be 
    related to TF, either included in the UN lists or in other designated lists.

Déan Friedman

Partner 
Forensic 
T: +27 82 719 0336 
E: dean.friedman@kpmg.co.za

Monica Wu

Senior Manager 
Forensic 
T: +27 72 446 7281 
E: monica.wuyu@kpmg.co.za



ESG Reporting
Implementation of an ESG framework that is embedded in any business and the measurement of progress against targets rests heavily on transparent 
and meaningful reporting to stakeholders. This is a crucial step that allows for business to report their total value and non-financial drivers for their 
business to their key stakeholders. Internationally, reporting and disclosure has been accelerated by rapidly developing regulatory pressure.  
Although slower in South Africa, the regulatory landscape is changing and pressure for companies to report and disclose is growing.  

South Africa lacks an overall regulatory and policy framework that mandates non-
financial reporting and disclosure. Reporting is undertaken on a voluntary basis and  
is driven by stock-exchange guidance or sector-specific frameworks or guidelines. 
The JSE listing requirement is a key driver of disclosure in South Africa through the 
incorporation of the King Code of Corporate Governance (King IV) that stipulates a 
comply and explain principle. KPMG’s 2020 Survey of Sustainability Reporting  
reviewed sustainability reports from 5200 companies in 52 countries. A key finding  
of this research showed that in South Africa, the sustainability reporting rate is 96% 
when looking at the top 100 companies by revenue, up from 92% in 2017. South  
Africa is also only one of 3 countries where integrated reporting is a majority practice. 
However, despite 67% of these companies acknowledging climate change as a  
financial risk, 54% report a carbon reduction target and only 9% state that they  
report climate risks in line with the recommendations of the Taskforce on Climate-
Related Financial Disclosure (TCFD). The 2022 Survey of Sustainability Reporting  
will be released later this year.

Although a general grievance of companies the world over has been the multitude of 
reporting frameworks and guidelines that have been created, there now exists multiple 
guidance notes trying to decode or assist companies in navigating the reporting 
labyrinth. These include the World Economic Forum (WEF) International Business 
Council’s (IBC) whitepaper “Measuring Stakeholder Capitalism – Towards Common 
Metrics and Consistent Reporting of Sustainable Value Creation” released in 2020, 
the JSE Sustainability and Climate Disclosure Guidance and the IFRS Foundation’s 
International Sustainability Standards Board (ISSB) prototypes. 

As sustainability disclosure for JSE-listed issuers has only previously been required 

through the recommendations of the King Code, the JSE has released its Sustainability 
and Climate Disclosure Guidance on 14 June 2022 to guide listed companies on best 
practice in relation to ESG disclosure, promoting transparency and good governance. 
The guidance draws from global initiatives and frameworks, such as the GRI Reporting 
Standards, the TCFD recommendations and the IIRC’s International IR Framework.  
The JSE outlines a list of ‘core’ and ‘leadership’ metrics for disclosure across 
environmental, social and governance performance areas coupled with a set of  
narrative disclosures in relation to governance, strategy and management. 

The WEF IBC Whitepaper (released in 2020) outlines metrics organised in four pillars 
centred around various themes, specifically targeted and linked to specific SDGs and 
ESG domains. Each pillar has a set of core metrics as well as expanded metrics that are 
intended to increase consistency in the reporting and measurement of sustainable value 
creation across differing industries and sectors. 

The most recent consolidation is the IFRS Foundation’s ISSB Sustainability Disclosures, 
i.e. prototype standards on climate-related disclosures and general requirements for 
sustainability disclosures. The consultation on both sets of proposed standards is 
open until 29 July 2022, with the ISSB planning to issue the new standards by the  
end of the year.

All the various frameworks and guidance notes do, however, specify plainly that this 
has evolved due to the general consensus that sustainability and ESG-related issues are 
material to the functioning of business and that transparent reporting to stakeholders is 
at the heart of building trust and providing consistent information to allow investors to 
make informed decisions.
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Mandatory ESG reporting is becoming a requirement in other jurisdictions and the 
requirements may filter to South African companies who have foreign listings or 
registrations and other parent-subsidiary relationships. 

The UK Companies Strategic Report, Climate-related Financial Disclosure Regulations 
2022, is applicable to certain companies (traded company, a banking company, an 
authorised insurance company and a company carrying on insurance business which 
satisfies various conditions, including having more than 500 employees) with a  
financial year ending on or after 6 April 2022. 

The US SEC released its consultation in March 2022 (the public commenting period 
ended 17 June 2022) outlining proposed requirements starting with public companies 
to report on their scope 1 and 2 emissions, potentially scope 3 and several other 
disclosures including footnotes in their financial statements on severe weather  
events amongst other information. 

And, finally, the European Union has issued a set of 13 exposure drafts of European 
Sustainability Reporting Standards (ESRSs) which introduces extensive new 
requirements for disclosure that will be applicable to most listed and large  

companies in the EU, including ‘large’ European subsidiaries of foreign  
parent companies. 

Ulrich De Prins

Partner 
FRM 
T: +27 60 976 7706 
E: Ulrich.deprins@kpmg.co.za

Poogendri Reddy

Senior Manager 
GRC - IARCS 
T: +27 60 977 2172 
E: poogendri.reddy@kpmg.co.za



IFRS 17
IFRS 17 Insurance Contracts (IFRS 17) is the new international accounting standard that changes the way insurance contracts are accounted for.  
This new standard replaces the interim standard IFRS 4 Insurance Contracts (IFRS 4). IFRS 17 will be effective for reporting periods commencing on or after  
1 January 2023. The Standard specifically sets out the principles of recognition, measurement, presentation and disclosure of insurance contracts. IFRS 17 
aims to improve the consistent application of these principles, enabling users of financial statements to meaningfully compare financial results of insurers. 

Insurers are currently busy with their IFRS 17 implementation projects. The new standard 
requires a fully retrospective transition as the default transition approach (i.e. IFRS 17 
needs to be adopted “as though it was always in place” as a default principle, although 
there are some exemptions/practical expedients if one of the other transition approaches 
is followed). This will result in an opening balance adjustment on 1 January 2022 (for 
insurers with a 31 December year-end, or later for those with non-December year-ends) 
on adoption of the standard, as well as restated comparatives for the 2022 (or 2023 
for non-December year-ends) financial year. This opening balance adjustment, as well 
as changes to the accounting of insurance contracts (and ultimately a change in the 
timing of the emergence of profits over the life of the contract) will result in income tax 
consequences. The introduction of IFRS 17 may have a material impact on both the long 
and short-term insurance industry and the relevant income tax provisions will require 
amendments to minimise unintended (cash flow) disruptions.

 
Long-term insurers

IFRS 17 will affect the timing of recognition of insurers’ profits and losses – a change 
to the timing of profit emergence of the various insurance contracts. An accelerated 
profit emergence as well as a reduction in additional prudency currently included in 
the provisions under IFRS 4 (based on application of existing accounting policies) are 
expected to result in a significant once-off transitional accounting profit adjustment 
for many long-term insurers in the year IFRS 17 is first adopted. The tax cash flow 
impact can be mitigated by the introduction of phasing-in measurements / transitional 
arrangements by National Treasury.

The adoption of IFRS 17 will also not only have an impact on transition, but also on the 
tax calculations going forward. Impacts on the current “5 funds” tax calculation may 
also need to be considered once IFRS 17 forms the basis of the annual financial IFRS 
results of insurers.

Short-term insurers

Given the shorter term duration of contracts of short-term insurers, the initial 
impression is that the potential tax cash flow impact with the implementation of IFRS 
17 may be less severe for the short-term industry. Notwithstanding, the following 
implications discussed below do require further consideration and will similarly be 
addressed with National Treasury.

Discounting being applied to Liability for Remaining Coverage and Liabilities for Incurred 
Claims may have a tax impact on transition to IFRS 17, particularly the long tail claims, 
which would require phasing in measurements. The tax treatment of onerous contracts 
and the impact of allocation of expenses to reserves/provisions would also require 
further clarification. 

Expenses and recoveries being included in reserves/provisions under IFRS 17 influences 
the timing of the deduction or taxation thereof. There could be a mismatch between 
the period in which the expense is actually incurred and the subsequent deduction, or 
conversely, between the receipt and the inclusion in gross income. These mismatches 
could result in timing differences.
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Current developments

As the effective date of the standard draws closer, insurers are running out of time 
to work out what needs to be actioned based on the transitional arrangements that 
will be provided by National Treasury. It is currently expected that a large portion of 
insurers may need to potentially pay additional tax on the IFRS 17 transitional opening 
balance adjustment based on preliminary transition impact analyses. The insurance 
industry has been surveyed (both life and non-life) by various working groups  
co-ordinated by industry bodies, to understand the impact of the adoption of IFRS 17 
will have on the income tax profile and cash flows of an insurer. This has been taken  
to National Treasury for consideration, and discussions and consultations in this  
regard are ongoing. 

After an industry wide meeting, National Treasury is underway with discussions at 
various large insurers to further understand the impact of the adoption of IFRS 17, 
in order to finalise both transitional arrangements and the income tax calculation for 
insurers once IFRS 17 becomes the basis for insurance financial results. It is expected 
that some form of tax transitional arrangements will be provided, however it remains 
unclear as to when they will be provided, and what any transitional arrangements 
will entail. The relief provided will only really be known once the Draft Taxation Laws 
Amendment Bill is released in the coming weeks.  Once there is further clarity around 
the transitional arrangements, there remains a risk in that there may be a lack of time  
for insurers to properly digest and understand the implications and application of  
these arrangements. In addition, the transitional arrangements granted by National 
Treasury may also not be for a long enough period to have a meaningful impact on  
the tax cash outflows.

IFRS 17 introduces new terminology and will require a redesign of the Annual Financial 
Statements from a presentation and disclosure perspective. These changes will not 
be accommodated in the current ITR14. This may require that the format of the ITR14 
be reconsidered after the implementation of IFRS 17 to maintain alignment with the 
revised disclosure in the financial statements (prepared by applying IFRS 17.)

Lastly, the adoption of IFRS 17 may also have VAT impacts. Although the determination 
of VAT is not expected to be impacted by IFRS 17, companies who use the turnover 
method for apportionment may be impacted. Insurers may need to consider the inputs 
used in the turnover method, and whether any of these inputs are affected by the 
adoption of IFRS 17. Companies may also need to consider whether their  

operational procedures for VAT are affected, specifically if the capturing of  
VAT is currently driven off the back of their current IFRS 4 financial reporting.

Lyndall Green

Senior Manager 
IFRS 17  Technical Accounting 
T: +27 82 710 4976 
E: lyndall.green@kpmg.co.za

Erina Cooper

Partner 
Indirect Tax 
T: +27 83 254 1265 
E: erina.cooper@kpmg.co.za

Yacoob Jaffar

Partner  
Tax  
T: +27 78 786 2277  
E: yacoob.jaffar@kpmg.co.za



Maintain Focus



Retirement Savings
The retirement savings sector faces the challenge of low retirement saving rates and the more immediate short and medium term financial distress 
among South Africans. This is more apparent due to the economic distress created by the Covid 19 pandemic. As we emerge out of the pandemic,  
new regulation is expected to encourage the rebuilding of the economy, provide expanded investment options to funds, and provide mechanisms  
to encourage long term savings and address short term financial distress.

Regulation 28

Proposed changes to Regulation 28 of the Pension Funds Act introduce  
“infrastructure” as a new class of asset that Pension Funds may invest up to  
45% of their funds into, with an additional limit 10% allowed for infrastructure 
investments in the rest of Africa. Hedge Funds and Private Equity investments  
become their own class of assets, with limits of 10% and 15% respectively.

•  Proposed regulatory changes are expected to result in more infrastructure focused 
    funds being opened;

•  The proposed regulation expands sources of financing to infrastructure projects,  
    which has traditionally been concentrated to banks and private equity investors;

•  The proposed regulation is expected to give fund boards further investment choice 
    and opportunities to further diversify portfolios and reduce portfolio volatility;

•  Pension funds invested into infrastruture instruments will need to consider their 
    portfolio’s liquidity in order to meet withdrawal and annuity payments;

•  The Infrastucture definition is currently being debated and second draft of the 
    regulation expands the definition beyond the definition in the Infrastructure 
    Development Act; and

•  Crypto-assets are currently excluded as an asset class, although this will likely  
    be reviewed.

 
The two pot system

National Treasury published draft regulation for comment proposing a two pot  
system for retirement savings, allowing retirees to withdraw a third of their  

retirement savings before retirement age, with the remaining two third being  
preserved for retirement.

•  The amendment is introduced to bring relief to members in financial distress 
    and to addess the trend of members resigning from jobs in order to access their 
    retirement savings;

•  The proposed changes will bring about considerable system complexity to facilitate 
    the withdrawals as well as to monitor tax to be paid on withdrawal;  

•  Retirement funds will need to consider their fund composition to ensure there is 
    sufficient liquidity to meet requests for withdrawals, particularly during challenging 
    economic times;

•  The draft regulation proposes an education process for members making their 
    withdrawals. Funds will need to setup new processes to fulfill this requirement, and 
    additional processes to protect against fraudulent withdrawals; and

•  The two pot system will bring further alignment between pension funds, retirement 
    annuity funds, and provident funds.

 
Automatic enrollment

National Treasury is expected to propose regulation mandating employers to  
enrol employees into a retirement fund and to make deductions from salaries  
for contributions.

•  National Treasury estimates that 30% of employees in the formal sector do not 
    contribute to retirement plans, and this issue is more pronounced in the  
    informal sector;
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•  Automatic enrollment is well established in other countries such as  
    the United Kingdom, New Zealand and Canada;

•  Tax incentives encouraging savings in the informal sector could result in  
    the establishment of a micro-pensions market. National Treasury has 
    however stated that consolidation of the retirement fund sector is  
    needed to achieve lower costs for members; and

•  Investments in technology will be a key success factor in dealing 
    operationally with the additional volume of members as well as reducing 
    administrative costs.

 
Covid 19 relief

In response to Covid 19 economic challenges, members of retirement  
plans were allowed relief through suspension of contributions, contribution 
holidays, and an increase in the annuity withdrawal rate for pensioners.

The Covid 19 relief measures are expected to continue through 2022.  
The proposed two pot system will provide additional relief to members 
in financial distress and policy makers will need to carefully balance the  
need to address the immediate financial distress challenges with longer  
term impacts on retirement savings.



Cyber
The new normal has elicited new cyber threats for firms as future hyperconnected smart societies will likely experience increased  
cyber risks on multiple global fronts due to the large number of evolving threat vectors involved. Clearly, technological advances that power 
businesses, communications and innovation bring new perils with them. 

This rapid change in paradigm requires a mindset of moving from an enforcement 
perspective to an influencing enabler. An influencing enabler means that customer 
centricity, growth by reflection and dedication are the motivators for the enablement  
as priorities on the horizon (CISO priorities) keep changing. It is worth mentioning that 
the current conflict between Russia and Ukraine poses cyber threats of significance  
to other countries. In the South African context, the threat posed for firms comes in  
the sense of a rise in ransomware attacks. 

The changing shape of ransomware in our 2021 report shows that 41% of reported 
attacks had ransomware accounts, 51% of companies said they had a ransomware 
incident in the last year, 100% increase in the average ransom demand from 2019 to  
Q1 2020 and a 47% further increase in the first 6 months of 2020. This goes to show  
that pre-Covid, attacks were targeted to individuals with a very broad attack path.  
Post-Covid, organisations are targeted specifically. 85-90% of ransomware campaigns 
work by targeting known vulnerabilities to gain initial access. This goes to show that  
we must not lose sight of the proactive side of protection. 

 
Strategic security advancements

As we have seen in the last two years, changing ways of living, governing, and 
conducting business have resulted in a need for more security and protection of 
critical assets and systems, most importantly, sensitive proprietary and customer 
data. Managing and mitigating risk for the entire organisation is a shared responsibility 
that starts at the top. South African organisations need to assess the benefits of 
automation and leverage partnerships retaining and acquiring talent. Many companies 
are competing for limited talent pools which leaves a gap in the market whilst there 
is enormous skill potential. Firms are looking to embed technology across business 
processes and planning to help reduce the resource capacity impact of repetitive tasks 
and employ creativity in delivery models and talent acquisition.

Critical upskilling and alignment

As the threat landscape evolves, the cyber team’s approach is changing. Across the 
board, there are significant vacancies in cyber today. Not only are there not enough 
qualified professionals to fill all the necessary roles, but people tend to move around  
the industry looking for different experiences.

 
Cloud security adoption for hybrid environments

The hybrid work environments that firms have employed due to Covid regulatory 
adoption has forced firms to accommodate staff working remotely. To be effective and 
supportive to their staff, firms have had a rapid adoption of Cloud infrastructure.

Cloud adoption has changed the stack. It imposes increased automation, running 
from deployment, to monitoring to remediation, because manual intervention creates 
higher degrees of incident reports based on internal misconfigurations. This makes 
Cyber security and cloud security synonymous. The only difference is the deployment 
environment. The security of cloud transformation must consider a wide range  
of factors, including regulatory requirements and contractual obligations.  
Furthermore, this means more risk of attacks to these infrastructures.

 
Roadmap for zero-trust model identity

The adoption of working from home has presented a window of opportunity  
for cybercriminals. As a result, there have been a number of cyberattacks in recent 
months, particularly ransomware events. Users demanding ever-faster access, and 
cloud-centric structures expanding the attack surface, existing security solutions and 
resources may not be formidable enough to adequately protect data as it moves 
through the network. Organisations should adopt a zero-trust mindset and  
architecture, with identity and access management at the heart of it.
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Security automation leverage

This past year, there has been an increase in the incorporation of AI and machine 
learning in cyber security efforts. In the 2022 Mimecast’s annual State of Email Security 
(SOES) Survey we saw that 46% of respondents already have AI and machine learning 
usage, which is an increase from 38% in 2021. The 2022 Mimecast Cyber Insights 
shows that the adoption rates are higher for the information technology sector as 63% 
of respondents indicated to have already incorporated these leading-edge technologies 
in their tool kits. When teams focus on their plan and their principles, rather than being 
distracted by technology, decisions about technology become more obvious. This goes 
to show that organisations must leverage security automation thoughtfully. If not, they 
run the risk of bias automation leverage. This highlights the importance of the roadmap. 
Some of the greatest potential automation benefits come when there’s a focus on 
implementation, designed to help solve business problems. This means that firms 
need to leverage their current technology stack first. There is an enormous amount of 
advanced automation capabilities that exist within current tooling and often it is not 
necessary to look outside of the organisation.

 
Ecosystem safety beyond the boundaries

Data flowing between third, fourth and fifth parties creates numerous opportunities for 
cybercriminals to compromise systems and data. This comes as firms are becoming 
digital-first organisations. The hybrid environment adoption provides the need for data 
centricity, as data sharing becomes a near constant bias throughout a complex and 
connected ecosystem of partners and suppliers to get the work done. As a result  
many businesses, third party vendors and even regulators are under increased  
pressure to provide continuous assurance over the security of their ecosystems.  
As a result, many businesses, third-party vendors, and even regulators are under 
increased pressure to provide continuous assurance over the security of their 
ecosystems. This means CISOs are faced with the difficult task of transitioning  
away from a compliance based strategy to a much more proactive approach that  
puts continuous monitoring, usage of AI/ML-based solutions, threat intelligence,  
and zero trust at the heart of their ecosystem security model.

 

Protection approach accompanying the response

The volatile digital environment, shifts the view we have of the framework to  
response phases or incident measures which neglect protection and proactiveness. 
With productivity comes resilience, and that demands an assessment of the key 
operational processes of the business and a strategy for protecting them.

Marcelo Viero
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Crypto
Regulatory activity around crypto and digital assets is intensifying as usage by investors, companies, and even some central banks, shows widespread 
interest and adoption at retail and institutional levels. The regulatory landscape in South Africa is still to adapt to the pace of adoption and market 
expansion and regulators are still considering approaches. Key issues include a focus on chartering, licensing, fraud and financial crimes risks, and 
consumer and investor protections. Specifically, to South Africa, it is expected that there will be a focus on exchange control and consumer protection, 
especially considering recent financial services regulatory developments and the crypto-related scams uncovered locally. 

Develop a corporate/product capability assessment and risk and compliance 
strategies for the appropriate licensing, issuance and/or use of digital assets.

The current regulatory landscape for crypto and digital assets is fragmented with no 
specific regulation and limited guidance. Gaps and overlaps are being created as the 
market develops; crypto technology firms are connecting to traditional financial systems 
and regulated banking entities are building out crypto infrastructure (e.g., custody 
services). Although, holding back on specific regulations has enabled South Africa to 
observe other regulated jurisdictions and learn from their challenges, it is expected that 
South African regulators will look to the developed markets for guidance, specifically the 
UK and the EU as South Africa tends to align with them on financial services regulation.  
Efforts to better define an appropriate regulatory regime, including licensing and chartering 
authorities, may require legislative change and could also change the relevant markets. 

•  Crypto proponents have argued that regulators shouldn’t apply old financial services 
    rules to this new asset class, given its uniqueness, but rather bespoke regulation.

•  International standards setters, such as FSB, BCBS, and FATF, are looking to apply 
    existing standards and principles to stablecoin arrangements and other crypto assets. 

•  The FSCA has been more active in warning the public against possible high-risk 
    operations post the Mirror trading Internal (MTI) and similar scams.  Recently they 
    requested the public to be ‘cautious and vigilant’ when using Bahamas based FTX 
    (cryptocurrency exchange), and Seychelles based ByBit, as they are not licensed to 
    provide any financial services in South Africa. 

•  The South African financial service sector is regulated by multiple acts which include, 
    the Insolvency Act, South African Reserve Bank Act, Banks Act, Mutual Banks Act, 
    Competition Act, Financial Institutions (Protection of Funds) Act, Co-operative Banks 

    Act, the Companies Act, Financial Markets Act, 2012, Financial Sector Regulation Act 
    and the Insurance Act. As the Financial Sector laws amendment bill process showed, 
    updating the relevant regulation can be a slow and complicated process. 

•  Recently South Africa has banned the transfer of locally acquired cryptocurrencies 
    to overseas crypto exchanges under the Exchange Control Regulation 10(1)(c).  
    Banks and exchanges have also halted arbitrage services given the risk of breaching 
    exchange control regulations. 

 
There a number of factors that may influence risk and compliance strategies in 
relation to crypto currencies

Brookings Africa Growth Initiative (AGI) recently published its annual Foresight Africa 
Report 2021, highlighting the use of cryptocurrency as one of the leading priorities in the 
Sub-Saharan African region. The continent is reported to have witnessed a 1200 percent 
increase in Y-o-Y cryptocurrency payments in 2021.

•   Varying definitions of “virtual currency” and crypto-related services providers 
    create some uncertainty in the market

•  In addition it is unclear whether a digital asset or related product or service 
    constitutes a security, commodity, or derivative. This is especially complicated for 
    decentralised finance (or “DeFi) which allows the ability to trade, borrow, lend, and 
    save without a middleman. 

•  Existing compliance programs need to be adjusted to integrate an organisations 
    digital asset strategy.
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•  The South African Revenue System (SARS) declared crypto holdings to be taxable  
    under the existing regulatory framework, considered a part of the taxpayer’s  
    gross income.

 
Establish/enhance internal risk policies, procedures, and controls with respect to 
digital assets and payments.

Regulators are focused on consumer and investor protection across a broad array of 
risks such as fraud, cyber security, data privacy, misconduct, settlement, liquidity, 
market integrity, market volatility, transparency, and money laundering/terrorist 
financing.  The enforcement environment is similarly complex, owing, in part, to the 
heightened focus on cybersecurity mitigation. In July the Intergovernmental Fintech 
Working Group (IFWG), through the Crypto Assets Regulatory Working Group (CAR 
WG), published a position paper on crypto assets. The paper confirms that crypto 
assets will be brought into the South African regulatory purview in a phased and 
structured manner. South African regulatory developments are expected to gain  
traction in 2022 and onwards. Currently, all companies must adhere to general 
regulations, including the Companies Act, the Income Tax Act, statutory audits  
and exchange control regulations.

•  It is expected that soon, entities providing Crypto related services would have 
    to comply with the Financial Intelligence Centre Act and the Financial Advisory and 
    Intermediary Services Act, to bring them in line with other financial service providers. 

•  South Africa has some unique elements that entities need to consider in their risk 
    and compliance strategies. Consumer protection is expected to be a key aspect of 
    regulation given the speculative nature of Crypto assets which exposes  
    investors to an extremely high risk that they might not be aware of.  
    Fraudulent schemes such as MTI and other scams further highlighted consumer 
    vulnerabilities, which was not covered under the FCSA ambit.  

•  In the UK, to deal with misleading crypto related promotion, the government plans to 
    legislate “qualifying crypto-assets” to be subject to Financial Conduct Authority (FCA) 
    rules in the same way as other financial promotions, such as for stocks, shares, and 
    insurance products. Similar regulating could also be adopted in South Africa. 

•  Cryptocurrency exchanges, brokers/funds, and other market participants should 

    establish a framework for assessing whether a current or proposed offering  
    constitutes a security or banking service under current regulations. A specifically 
    interesting case could be stable coins and DeFI tokens which inherently have  
    features that closely aligns the banking processes.

 
Key considerations are:

•  Exchange controls regulations require that all flows of capital both in and out of South 
    Africa are recorded through the South African Reserve Bank’s (SARB) reporting system. 
    However, how this applies to crypto is not exactly clear given the additional 
    complexities. Therefore, it will be critical to keep in mind their unique features and their 
    fundamental differences with traditional money.

•  Internal compliance policies and procedures, specifically around the custody function, 
    will need to be established or enhanced.

•  Firms should establish an ongoing dialogue with regulators, including the FSCA and 
    relevant SARB working groups to discuss evolving digital asset services/offerings prior 
    to launch.

•  Compliance should be continuously integrated within the digital payments strategy to 
    facilitate the upfront assessment of regulatory requirements and testing of  
    associated controls.

•  Risk appetite and existing risk management frameworks for new technologies and 
    products (e.g. crypto assets) will need to be continuously reassessed.
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Produce actionable and relevant digital asset information for board reporting.

Regulators expect boards to set clear, aligned, and consistent direction regarding 
a firm’s strategy and risk appetite based on information that is sufficient in scope, 
detail, and analysis to enable sound decision-making and consider potential risks.

Given the complexity in the pace of crypto and digital asset product and market 
development, it is important to produce actionable and relevant digital asset 
information for board reporting.

•  Shape a digital asset strategy that includes clear, digestible action items, 
    including board reporting;

•  Provide the board with timely, articulate information on product and market 
    developments including identification and assessment of current and emerging  
    risks (developments may range from cyber threats to products/services to  
    talent management);

•  Maintain current, relevant training opportunities for board members and staff; and

•  Consider the integration with King IV guidance and the wider financial  
    services regulations.

Rudi Sturm Pranesh Kara 
Associate Director 
Digital Consulting  
T: +27 82 719 1402  
E: pranesh.kara@kpmg.co.za



Mitigate Risk



Lasting impacts of lock-down

South Africa has not been immune to the phenomenon seen across the world, which 
has seen large numbers of employees rethink what they really want from their careers. 
Digitisation of business has changed the dynamic of where people can work and what 
skill sets are required to run a future fit organisation. In South Africa, the continued 
sluggish economy, and more recently political instability has created an increase in 
brain-drain with larger pools of talent emigrating. Companies that had to freeze  
head-count during lockdown are struggling to get back up to speed in part because  
of the paucity of talent and a resultant repriced market to secure this talent. 

 
Various surveys have been run to understand the rationale for the “great resignation 
trend” from which no company or sector appears to be immune. Companies are being 
forced to move in order to get the basics right – though a combination of targeted 
tactical changes as well as more strategic longer-term changes. Some of these 
initiatives include:

•  New mechanisms to recognise contributions;

•  More clarity and better communication relating to career progression;

•  Overhauls in thinking relating to pay and re-benchmarking how different skills  
    are remunerated across the organisation;

•  Dives to demonstrate more flexibility and trust of employees through:

 -  Hybrid working and Work from Anywhere;

 -  Providing more paid time off;

 -  Consider shorter or compressed working weeks; 

 -  When people need to be on site - allowing as much flexibility as  
                possible around things like shifts, booking holiday etc; and

 -  Employee proposition. 
 
 
Regulatory reforms to be considered

Against this backdrop two large draft regulatory changes (which are now closed for 
comment) are underway:

•  The National Labour Migration Policy and the Proposed Employment  
    Services Amendment Bill. 

 -  Designed to provide a policy framework and the legal basis to regulate 
    the extent to which employers can employ foreign nationals in their 
    establishments while protecting the rights of migrants, the regulations 
    seek to manage the levels of net migration into South Africa.  While the 
    financial services sector is not one of the key sectors targeted by this 
    legislation, there may be ramifications on larger conglomerates that have 
    interests in the affected sectors, and we recommend that Boards are 
    studying the potential implications of this carefully.

HR Transformation
Business recognises that there is no longer a new normal when it relates to keeping employees engaged. COVID-19 has changed the working  
landscape forever with employees questioning traditional structures of work, and employers grappling to identify strategies to keep employees 
engaged in order to reduce attrition.
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•  The Financial Sector Conduct Authority (FSCA) has published its draft strategy for 
    promoting transformation in South Africa’s banking and finance sector

 -  This suite of proposed legislation has a more direct impact on the financial 
    services sector and outlines the FSCA’s approach to promoting financial 
    sector transformation within the existing policy framework, including the 
    FSR Act, and also outlines an approach for the FSCA to promote 
    transformation under the future COFI Act framework.

 -  The implications of this could be far reaching and could see the FSCA 
    potentially take actions such as:

         -  Requiring financial institutions to have in place a transformation 
            plan, aimed at achieving targets set under the FS Code; 

         -  set minimum B-BBEE levels that must be targeted by each firm 
            and documented in the transformation plan, especially for larger 
            firms within the financial sector, and particularly to require 
            progression through the levels of transformation over defined 
            periods of time;

         -  consider transformation plans during the licensing process;

         -  supervise the progress of financial institutions against their plans;

         -  take action when there is a lack of commitment to or 
            achievement of targets set in transformation plans; and

       -  minimise regulatory barriers to entry for small, black-owned 
          entities in the financial sector, and supporting small black  
          businesses with suitably enabling regulatory compliance requirements.

While the majority of financial service companies have transformation strategies in 
place, this provides a useful provocation for companies to assess what more needs 
to be done and measured to be more than just compliant.

Nishen Bikhani

Partner  
Insurance 
T: +27 60 720 4937 
E: nishen.bikhani@kpmg.co.za



Third Party & Cloud

The fair processing of personal information requires organisations  
to put themselves in the hearts and minds of data subjects… 

The clamber to digital working caused by the pandemic, has left many organisations 
in the aftermath of onboarding third-party vendors without the extended due diligence 
and scrutiny afforded pre-pandemic. Third party vendor management programs which 
are reviewed and improved upon over time help organisations limit their exposure  
to supply chain attacks, reputational damage, and increasingly costly data breaches.  
It also assists in addressing the common challenges in third party relationships such 
as spotlighting third parties who had circumvented the procurement process and 
those with higher risk exposure due to their operational profile. 

An effective third-party risk management program must focus on understanding 
the inherent risks with each vendor, which vendors are critical to the delivery of 
the organisation’s unique value proposition and what external events or trends 
would significantly change the risk profile of an ecosystem.  The following are some 
important considerations of an effective third-party risk management program:

 
Leverage the power of analytics and read signals to predict the events. 

Organisations periodically perform risk assessments on their third parties and  
collect a reasonable amount of data during the process. While many organisations  
rely on the power of analytics to identify the red flags within third party operations, 
such analysis is retrospective and often fails to identify future areas of concern  
that may impact the third party operations. The quality and accuracy of the data  
also remains a challenge in many cases. To generate meaningful insights and stay 
ahead of the curve, organisations need to continuously monitor the signals,  

identify the relevant data-points and perform in-depth analysis on the areas  
that are relevant to their businesses.

 
Flared geopolitical risks (including the invasion of the Ukraine by Russian 
military) and the associated downstream impact from imposed sanctions are 
straining already disrupted global supply chains. 

Lockdowns and other globally enforced restrictions implemented in response to the 
COVID-19 pandemic placed severe, sudden strain on international supply chains. 
It moved the key focus of many supply chain managers from cost reduction and 
productivity to an increased focus on business continuity and creative work arounds 
for the movement of physical goods. Now, the global supply chain faces a new series 
of hurdles as an increasing number of sanctions are placed on Russia in the wake of 
their decisions or actions to capture Ukraine. The risks here are manifold. Financial 
sanctions squeeze economic activity inside and outside the country, import/ export 
bans restrict global trade and even tenuous ties of individuals or companies to the 
country have resulted in a new generation of social distancing. Taking it digital, 
the cyberwarfare between the two countries and their allies is poised to result in an 
increase of opportunistic cybercrime by individuals looking to exploit the current chaos. 

Applying these risks to your third-party environment is a useful example of how 
monitoring current marketplace signals and extrapolating the impact of these signals 
on your third-party vendor environment could help companies more effectively 
manage third party exposure.   
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Keeping a competitive advantage in todays connected businesses calls for an effective supply chain network and healthy third-party relationships. 
Many organisations have created world class products and significantly increased their speed to market by partnering with other companies. While 
such partnerships are key for organisation’s success, these manoeuvres also expose the organisation to a number of complex risks, most of which 
require a holistic third-party risk management program to mitigate. 
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Increased cyber-attacks and complicated jurisdictional data regulations have 
left many cloud-based organisations exposed to financial, reputational, and 
operational damages. 

Locally, POPIA (The Protection of Personal Information Act) is a good case study  
of key considerations. The act does not automatically absolve organisations from 
breaches of personally identifiable information held with third party vendors and, 
consequently, the penalties. Cyber-assessments on third parties, stringent proof 
of concept projects, data sandboxes and building a “zero-trust” environment 
with continuous monitoring are effective ways of lessening the risks associated 
with operating in the cloud. Notably, these measures do not address the risk of 
data loss and therefore call attention to the need for transition contingency and 
duplicity strategies as well. 

 
With organisations looking to bolster their competitive upper hand by taking 
advantage of the newest emerging technologies through partnership or 
licensing arrangements, the comfort of adopting mature and well-understood 
solutions is threatened. 

Many specialised emerging technologies, like quantum computing and  
metaverse-related technologies, are moving through the adoption curve to 
commercialisation much faster than other predecessors. While this is a positive 
advancement driven by rapidly changing consumer expectations, it does mean  
that some risks in using the technology are uncovered within an environment 
rather than anticipated based on historical experience/ understanding of the 
technology. This risk is intensified when overlaid with the limited availability of 
highly qualified experts, like quantum physicists, who can adequately manage 
these technologies. These risks also extend to the evolving nature of existing 
technologies. A good example comes from the cloud space where the physical 
nature of the asset is changing to virtual assets with risks arising from where  
the information is stored or how it’s handled. 

 
This holistic perspective on third party risk management requires the  
collaboration of often siloed teams (procurement, legal, IT etc.) to create the  
most optimal position for sound decision making. While this presents a challenge, 
the benefits may markedly outweigh the effort by providing insight beyond that  
of a static questionnaire-based approach or interesting downstream  

realisations on fourth or fifth parties in the supply chain. Furthermore,  
it would highlight the need for continuous monitoring of third parties and  
defined procedures for the off-boarding or disengagement with underperforming 
third party companies.

One question becomes clear: With the need for business to change at the 
speed of consumer expectations, and the world, can a company really afford to 
mismanage its third parties when they are such a crucial cog in the operational 
resilience gear train?

Sharmlin Moodley

Partner  
Digital Consulting  
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Ethical use of data
It is no big revelation that knowledge about us can be used to exert power over us. But today, this point is even more true, and more relevant.  
With the evolution of data science and algorithmic prediction, we are prodded and influenced in countless ways.  

Entrusting organisations with so much information about themselves also makes customers vulnerable. If organisations are careless with such 
information, customers are at risk of identity theft and cyber fraud. If  organisations are aggressive with such information, customers suffer intrusions 
into their privacy. The rights of customers may even be violated when algorithms fed with their information inappropriately discriminate against them.

The financial services industry collects a sizable amount of information about us.  
Banks know where and when their customers buy their groceries, how much their 
homes cost, whom and how much they owe, and where they holiday. Insurers know 
their customers’ medical conditions, where and when they exercise, the contents of 
their homes, and these days even how fast they drive. 

Of course, this information can be used to better serve clients. It allows service 
providers to offer goods and services which are relevant to customers. It may also 
be used to improve the overall customer experience (e.g. imagine how much more 
efficient an insurance application process could be if the insurer could gather data  
using big data analytics).

A recent survey conducted by KPMG US , found that 68% of respondents are 
concerned about the level of data being collected by business and 40% of respondents 
don’t trust companies to use their data ethically. One of the key challenges for 
organisations today is to ensure that they collect and use data both lawfully and 
ethically. But what does that entail?

 
The fair processing of personal information requires organisations  
to put themselves in the hearts and minds of data subjects… 

While the Protection of Personal Information Act No. 4 of 2013 (“POPIA”) underpins 
many of the principles synonymous with ethical processing, organisations should 
consider international guidance and leading codes of conduct in checking its moral 
compass. Organisation should ask themselves “would data subjects be surprised 
about how and/or for what purposes we are processing their personal information?”. 

Alternatively, “would our reputation be impacted if our data processing practices  
made the news tomorrow?” 
 
POPIA prohibits “further processing” which is incompatible or not in accordance 
with the original purpose of collection. In assessing whether further processing is 
compatible with the purpose of collection, the organisation would need to consider:

•  the relationship between the purpose of the intended further processing 
    and the purpose for which the information has been collected;

•  the nature of the information concerned;

•  the consequences of the intended further processing for the data subject;

•  the manner in which the information has been collected; and

•  any contractual rights and obligations between the parties.

 
Transparency is a key tenet of ethical processing of personal information 

In the world of big data analytics, there is a real sense of information inequality.  
On the one hand there are the organisations who are harnessing big data in a way  
that they can predict the needs and wants of their customers and on the other  
hand there are the customers who are too often unaware of how their personal 
information is collected and what it is being used for.
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Section 18 of POPIA aims to close this information chasm by requiring transparency  
on the part of the responsible party gathering and using the personal information.  
In this regard, organisations must take reasonably practicable steps to ensure the data 
subject is aware of, amongst other things, the information being collected (including 
any indirect sources) and the purpose for which the information is being collected.

 
There must be at least one lawful basis for processing personal information  
in terms of POPIA.  

Section 11 of POPIA sets out a number of lawful justifications that may apply to  
the processing of personal information with the most well-known one being 
that consent was given to such processing. However, there are numerous other 
justifications including that processing is necessary to carry out actions for the 
conclusion or performance of a contract to which the data subject is party; that 
processing complies with an obligation imposed by law; that processing protects a 
legitimate interest of the data subject; or processing is necessary for pursuing the 
legitimate interests of the responsible party etc.

Reliance on the correct lawful basis is not always straightforward and will need a 
thorough assessment having regard to the purposes for which the organisation is 
processing personal information. This assessment becomes more complex when 
delving into processing activities involving AI, machine learning, profiling and  
automated decision making.

 
There is a general prohibition against certain types of automated decision making...  

It would be remiss not to mention that section 71 of POPIA generally prohibits data 
subjects from being subject to decisions which result in legal consequences for them 
or which affects them to a substantial degree where that decision is based solely the 
automated processing of personal information intended to provide a profile of such persons. 

One of the exceptions where automated decision making would be allowed is if the 
decision is governed by a law or code of conduct which incorporates appropriate 
measures for protecting the legitimate interests of data subjects.

POPIA states that such measures should at a minimum provide an opportunity  
for a data subject to make representations about a decision and require a  
responsible party to provide a data subject with sufficient information about  
the underlying logic of the automated processing of the information to enable  

the data subject to make such representations.

 
When using customer data to develop algorithms, to build models or to 
automate decisions, ensure human involvement, oversight and governance… 

Once data has been ethically collected (in a way that is transparent, and that respects 
privacy and autonomy), the next principle, applicable to the use of data, is human 
involvement. When organisations use data to predict whether a customer qualifies 
for a product eg: home loan, whether they are insurable, or whether their last claim 
was potentially fraudulent, these decisions cannot be left to algorithms alone. Human 
involvement and oversight is required. If an algorithm throws up a red flag, human 
governance is required to understand the basis of the red flag, and to determine 
whether it is a valid and relevant “red flag”. This also allows organisations to correct  
and improve algorithms that generate false or inappropriate flags.

Those dealing with data and designing data applications in financial institutions should 
have the requisite ethical competence.

To guard against the ethical harms that can arise from the use of data technologies, 
as well as the reputational and financial risks that such harms hold for financial 
institutions, financial institutions must develop the moral sensitivity and ethical 
judgement of their functionaries, and create environments that support ethical 
decision-making. Those collecting data, and using data to build models and to develop 
algorithms, should be sensitive to the ethical dimensions of these technologies, and 
to its possible downstream uses.
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Payments

Regulators are protectors of the economy

Monetary authorities have the unenviable task of not only protecting consumers and 
promoting financial inclusion, but also insuring market stability. If the definition of 
money has changed, and something such as airtime can be used as currency, how  
does a regulator enforce monetary policy?

Regulatory: Protection of the economy of the country

Money supply is used to control interest rates. If the monetary authority no longer 
controls what qualifies as money, it has lost an important lever of economic policy.  
Consider that if non-fiat currencies are accepted/ endorsed by monetary authorities, 
then they need the same exchange control laws. Failure to do this may result in capital 
flight and rampant inflation. Banks have regulatory requirements (amongst others) 
regarding liquidity and capital. Telcos and FinTechs are ‘acting’ like banks, but are not 
subject to the same rules. In the EU, the Electronic Money Directive (EMD) of 2000  
was an initial step in regulating e-money, but does not cater for all non-fiat currency.  
The definition of a systemically important financial institution (SIFI) will need to be 
changed to include non-traditional payments operators, for example the loss of a large 
Telco will not only impact the communications network of a country, but could also 
severely harm those who are most financially vulnerable.

 
Inclusion and protecting the unbanked 

Mobile money is now the most widespread payment instrument on the African 

continent. In terms of inclusion, mobile penetration and mobile money have achieved 
more in the past decade for fostering inclusion and financial empowerment than 
traditional banking. The use of airtime in Africa as a currency is not new, but recently it 
has been joined by other non-fiat currencies.

•  The Global System for Mobile Communications Association (GSMA)’s State of the 
    Industry Report on Mobile Money 2021, tells us there are 562 million mobile money 
    accounts in Africa that account for USD492 billion of mobile money transaction values.

•  Mobile money (and airtime) is the only way for some consumers to interact with 
    the financial system. This promotes economic activity for the previously unbanked 
    and increases the velocity of ‘money’.

•  Mobile money services are also not always taxed at the same rates as banks or  
    other financial institutes.

•  Most banks offer safeguards on customer accounts such as deposit insurance,  
    card cancellations, refunds for  fraud etc. These protections may not exist in full  
    for mobile money users, let alone airtime.

•  There may be differences in the levels of transparency regarding transaction fees 
    and T&Cs between traditional banks and Fintech/Telcos. Financial literacy  
    amongst non-traditional payments users will need to be promoted.
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Our definitions of banking and money are outdated. Electronic currencies are vying for equality with fiat currencies. Mobile money is becoming the 
primary payment method for the previously unbanked across Africa. In a world where old currencies and payment methods are no longer the norm, 
what will this mean for clearing and settlement systems? Can regulations change fast enough to keep up with Telecoms and FinTech companies, and 
how do you regulate for new technologies while ensuring the inclusion that they have brought is not eroded? 
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Governments and regulators can do more to promote inclusion in Payments

As the World Bank’s Committee on Payments and Market Infrastructure noted in their 
‘Payment aspects of financial inclusion’ release of April 2016, […] given the sheer 
magnitude of government payments, regardless of whether financial inclusion is an 
explicit goal or not, a switch from cash and paper-based payments to electronic payments 
mechanisms for government transactions offers the potential to support the deepening  
of national retail payment systems.

Governments and regulators need to lead from the front by showing their acceptance 
or new (non-traditional) payments systems through actions, not just words. Offering 
unemployment benefits or grants in the payments methods most used by the financially 
disadvantaged is one such way.

Government and regulators can do more to Promote inclusion in Payments

In the World Bank’s 2017 Findex survey, it was reported that only 25% of utility bills in 
developing countries were paid from an account. Cash is still the most utilised method. 
This is a clear area where the introduction of new payment methods could be used.  
The Hong Kong Octopus Card is a contactless smart card used initially for public 
transport and now accepted in many convenience stores, fast food restaurants, 
libraries, petrol stations, parking meters etc., which can be linked to Samsung Pay or 
Apple Pay. The cards can be customised to allow for discounts for children, students 
and the elderly. Governments and regulators could offer incentives for private sector 
stakeholders to engage with non-traditional payments systems. For true financial 
inclusion, a basic transactional account with low fees needs to be available to all 
individuals, whether in a traditional banking setting, or through a  Telco/FinTech.  
These transaction accounts need easy access to multiple types of payment channels, 
both traditional (ATMs, bank branches) as well as non-traditional (mobile money).

 
Protecting the Payments system

Governments and regulators will need to draw the non-traditional payments players  
into the payments ecosystem in a way that ensures the financial inclusion that they  
have created is not harmed, while still protecting the integrity and stability of the 
payments ecosystem.

Protecting the payments ecosystem

•  Regulators need to include non-traditional payments operators in the traditional 
    payments ecosystem, or risk losing control of them.

•  Sound risk management practices need to be developed for the new payments 
    operators. While traditional banking liquidity measures may suffice, it is likely that 
    new capital requirements will be required.

•  There needs to be a standardisation of terms and conditions amongst the non 
    traditional payments operators. 

•  Current payment infrastructures may need to be updated.

•  Regulators will need to ensure the resilience and stability of not just financial 
    infrastructures, but Information Communication Technologies (ICT) as well.

•  The World Bank notes* that financial inclusion can be promoted through friendly, 
    significantly improved regulatory frameworks. Regulators should not be afraid to 
    create more regulations to protect the payments ecosystem, but should keep 
    inclusion front of mind.  
* January 2019 Policy Research Working Paper 8711, Can Regulation Promote Financial Inclusion?
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